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With a massive share of the work-
force operating out of home offic-
es, cybersecurity in business has
never been more vital.

That was one of the major take-
aways from this month’s Thought
Leaders discussion, which was
hosted virtually on April 16 by
Hodgson Russ LLP attorneys Gary
Schober and Patrick Fitzsimmons.

“I think the result of the coro-
navirus and what people are going
through right now is that people
are pushed out of their comfort
zone,” said Joaquin Carbonara,
chair of the interdisciplinary unit
in data science and analytics at
SUNY Buffalo State.

“People are becoming more
receptive to what the new world is
going to be made of,” he continued.
“The new world is going to be heavy
of data and information technolo-
gy, so cybersecurity will play a big-
ger role and there will be a better
alignment between the legislation
and the average person.”

Carbonara was joined on the
panel by Chris Bihary, CEO of Gar-
land Technology; Holly Hubert,
CEO and founder of Global Secu-
rity IQ; Jeff Rathmann, CEO of Silo
City Information Technology; and
Peter Ronca, CEO of DataSure 24.

It also included Brianne Corbett
and Randall Okon of Synacor, as
well as William Prohn, managing
director of Dopkins System Consul-
tants, a division of Dopkins & Co.

Fitzsimmons and Schober
started with an update on some
of the issues businesses are still
experiencing in implementation
of safeguards to fall in line with
New York’s SHIELD Act and the
California Consumer Privacy Act.

“Some of the recent conversa-
tion that I've had with clients is on
the differences in the legislation,”
Fitzsimmons said.

While the SHIELD Act broad-
ened the definition of personal
information and breach protocol
for businesses, he said California’s
law brought more of a push to pro-
tect consumer data.

“My experience has been that
reactions to the laws have been all
across the board,” Schober said.
“People have become enlightened
as time goes by, but there’s still a
lot of people who are behind the
eight-ball.”

Hubert said her company has
fielded a lot of questions about
what the SHIELD Act is and what
entities must do to comply.

“I had to really simplify it so
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“I think in the near term we’re going to continue to see
a patchwork of state legislation and confusion among
businesses in how to comply.”

PATRICK FITZSIMMONS,
senior associate, Hodgson Russ LLP
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“When California’s laws were
passed, I think we started getting
people’s attention on these issues
and that these laws aren’t going to
go away.”

GARY SCHOBER,
partner, Hodgson Russ LLP

people could understand it,” she
said. “I tell all individuals and
organizations that ask that it’s
really two things: The SHIELD Act
says that you have to have a pro-
gram around cybersecurity and
that there is the duty to notify
(those affected) should you have
a breach.

“Most people don’t understand
what that means and how you go
about fulfilling your duty.”

One of the reasons some Amer-
ican businesses have been slow
with what’s needed is because
privacy takes on different con-
notations around the world, said
Corbett, an information security
specialist at Synacor.

“This is a chaotic situation for
businesses, and you have to ask
yourself why?” she said. “It’s
happening in the United States
because we don’t have an enu-
merated right to privacy in the
constitution.”

How to comply with various
privacy laws in different parts of
the country causes confusion for
businesses, especially since no
federal laws govern the realm,
panelists said.

Corbett and Okon, Synacor’s
information security data pro-
tection officer, guided the compa-
ny through practice breach sce-
narios to prepare how it would
respond.

“That wasa very good thing and
consistent with that risk-manage-
ment philosophy,” Corbett said.
“That’s something that I would
recommend that companies do.”

If a breach occurs, Fitzsim-
mons said it is wise to reach out
to legal contacts early so informa-
tion can be relayed in a privileged
fashion that will remain confi-
dential and protect a business.

“There’s a lot of things of what
I consider at the basic level that
people have to look at in mak-
ing sure that you have the abili-
ty to not only secure your data,
but access it and be able to look
back,” Bihary said.

His company assists business-
es in network security and sets up
frameworks. In a breach, it can
review a system’s history to see
exactly what occurred.

“We help instrument it and
provide the availability,” he said.
“It really does help if there is an
incident or problem.”

Carbonara said it’s crucial that
small businesses understand the
nature of the digital world in
which they are operating.

“The problem we’re dealing
with is so diverse and broad that
it’s hard to come up with conclu-

sions without focusing a little bit
more,” he said.

Part of what they need clarifi-
cation on is what data needs to be
protected, he added.

“It is hard for small business-
es and individuals to comply with
laws without understanding the
basics of the digital world,” Car-
bonara said.

Prohn has found that smaller
businesses are often fearful when
it comes to data privacy, which
results in inaction.

“My starting step with clients
isarisk analysis,” he said. He then
works with companies to identify
what they have to lose and how to
protect it.

“That’s the first step I think in
developing an awareness and a
security culture,” Prohn said.

In the process, it’s important
to let leadership of a business
know what’s needed and what
the risks are, as well as projected
costs, Okun suggested.

“Discussions for executives
give them a sense of what needs
to happen and where there are
gaps,” he said.

Rathmann agreed, saying: “We
found the most success when
IT teams get the budget and
approval to actually implement
security measures, policies and
procedures.”

Schober said he anticipates
confusion on cybersecurity laws
so long as they’re coming from
different states.

“You're going to see a broader
range of obligations, and I think
that’s going to be very problem-
atic,” he said.

Rigorous enforcement is like-
ly on the horizon, too, according
to Ronca.

“Just the progression of what’s
happening is legislators have spo-
ken with their new laws, and reg-
ulators now have their marching
orders,” he said.

» CLOSER LOOK
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Thought Leaders is an ongoing
series of discussions with
Western New York business
leaders and attorneys at
Hodgson Russ LLP.

Ten times a year, leaders
in diverse industries meet
for a roundtable discussion
moderated by Business First
journalists.

The conversations are
usually held in the law firm's
Pearl Street offices in Buffalo,
but have shifted to a virtual
format during the COVID-19
crisis.




