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HOWi... 

Combat cyber attacks 
EVEN HODGSON RUSS ATTORNEY HAS BEEN A VICTIM OF HACKING 

Afew weeks ago, someone gained 
access to Gary Schober's credit card 
information and charged $300 for 

cigars in Tennessee. Schober, an asthmatic who 
doesn't smoke, was in New Turk at the time of 
the charge. 

The story shouldn't come as too much of 
a shock: It's an increasingly familiar story, 
with incidents of credit card fraud and cyber 
hacking on the rise. Perpetrators gain access to 
Information through large-scale breachesofdata 
from companies such as Target andHomeDepot, 
as well as personal information through health 
insunznce companies. 

What makes the incident inool11ing Schober 
notable ts hts Job as a cyber law expert at 
Hodgson Russ UP, where he focuses on helping 
companies learn how best to preparefor and 
react to cyber fraud. No one is really safe, he 
said. 

•Each ofus as individuals needs to be 
sensitive to the protection of our information 
because hackers are just as likely to go afteran 
individual's information as they are a Fortune 
500 company,• he satd. "Obviously, what 
they 're lookingfor ts different and what they'll 
do with the information is different, but there 
are hackers that work in every segment ofthe 
population.• 

Schober came to Hodgson Russ in1979 
with a background In business law and an 
undergraduate degree in math and computer 
science. Back then, that meant punch 
cards and coding, but ft gave him a base of 
knowledge for thepersonal computer age. He 
has reinvented himselfalong the way to help 
clients in Western New Turk and in the firm's 
New Turk City office. 

What kind ofworkdo )'UU do for clients? First, 

you get the clients who have suffered a security 
breach, the after-the-fact. And obviously their 

situation isvery dllferent from thepeople who 
come to us and askfor preventative measures 

to help avoid problems. The people who have 
already suffered a breach are very motivated to 
address it as quickly as they can. On the other 

side ofthe equation, you could get a client who 
sends an email to the wrong person. 1hatcanbe a 
veryquick fix. 

How about~mrasures? Security audits 
are becoming commonplace today, eitherbecause 
clients are deciding they need orwant one, or 
because someone Is putting presmire on them to 
have one done - often a client orcustomer. They 
usuallybeginwith a questionrutire, where the 
person performing the audit will ask questions 
about what youdo and howyou do it They'll 
come in and interviewstaffor do anon-site 
inspection ofsystems. Sometimes they'll sit at 
an idle station and see what they can do as an 
outsiderwith penetration testing and ethical 
hacking. Then there's the legal analysis, where 
we'll look at what the client does and tiy to 
identify all the laws applicable to what they do. 

Are there any companies where cyber security 
Is not an mue? I don't think so. Ifnothing else, 
every companywill usually have some human 
resources Information, and thatby its very nature 
is personal and they have a need to protect it I 
think the need to be worried about hackers is 
across the board The amount of time, energy 
and resoun:es you need to devote to it will vary 
whetheryou're a very 1aigecompanywith 
highly sensitive information or just running a 
delicatessen. 

What kind ofchange will that mean for a 
company? Process Is a big part of this. You do 
have to change the way you do business. When 
we did a security audit here, we got a very nice 
report with a long list ofsuggestions. One of 
the suggestions was that all the lawyers should 
have locks on their doors, because we all have 
sensitive papers we put on our desks and at 
night we go home. We concluded that culturally 
thatwould be a huge mistake. Itwouldn't be 
good for our business because we encourage 
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lawyers to talk to each other and we want an 
open-door policy: Whatever you do, you have to 
be consistent with your firm's culture. Security 
is important; I spend a lot oftime doing it and 
helping people. But it can't drive everything. 
There's a fair bit of trial and error here, butyou 
have to keep in mind that the goal is always to 
reduce risk. You're never going to remove risk. 
1hat's just impossible in today's environment. 

- Tracey Drury 
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